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Abstract—In this paper, we develop an efficient auditing mechanism, which support batch auditing for multiple data files
in multi-cloud environment. By utilizing the bilinear map, the proposed protocol achieves full stateless and transparent
verification. By constructing a sequence-enforced Merkle Hash Tree, the proposed protocol can resist the re-place attack.
In addition, our protocol protects the position information of the data blocks by generating fake data blocks to confuse the
organizer. By compute intermediate values of the verification on cloud servers, our method can greatly reduce the
computing overhead of the auditor. The performance analysis proves the good efficiency of the proposed protocol.
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1. INTRODUCTION

T Cloud computing was coined for what happens when
applications and services are moved into the internet
“cloud.” Cloud computing is not something that suddenly
appeared overnight; in some form it may trace back to a
time when computer systems remotely time-shared
computing resources and applications. More currently
though, cloud computing refers to the many different types
of services and applications being delivered in the internet
cloud, and the fact that, in many cases, the devices used to
access these services and applications do not require any
special applications .Cloud Computing is an evolutionary
platform, has been served as a next generation
infrastructure of the industry. It is a model which enables
broad network access, resource pooling, and rapid
elasticity. With the increasing demand of security the
servers are not secure enough to meet user’s demand.
Hence the cloud platform is designed in such a manner so
that it meets all the requirements of the user.

As per the definition provided by the National Institute
for Standards and Technology [1](NIST) “cloud computing
is a model for enabling convenient, on-demand network
access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released
with minimal management effort or service provider
interaction”.
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Figure 1.2 Characteristics of Cloud Computing
Infrastructure as a Service (laaS) —

where the expert user implements their own software
to optimize use of the computing facility. . At the base of
the stack, Infrastructure-as-a-Service solutions deliver
infrastructure on demand in the form of virtual hardware,
storage, and networking. Virtual hardware is utilized to
provide compute on demand in the form of virtual machine
instances. These are created at users™ request on the
providers infrastructure, and users are given tools and
interfaces to configure the software stack installed in the
virtual machine.

Platform as a Service (PaaS)- where the client
customizes their application to run inside the cloud
management software. Platform-as-a-Service solutions are
the next step in the stack. They deliver scalable and elastic
runtime environments on demand and host the execution of
applications. These services are backed by a core
middleware platform that is responsible for creating the
abstract environment where applications are deployed and
executed.

Software as a Service (SaaS)- like Gmail, where the
user simply uses the software provided. At the top of the
stack, Software-as-a-Service solutions provide applications
and services on demand. Most of the common
functionalities of desktop applications—such as office
automation, document management, photo editing, and
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customer relationship management (CRM) software—are
replicated on the providers infrastructure and made more
scalable and accessible through a browser on demand.

Difference Between laaS and PaaS-

laaS Versus PaaS
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+ Portabilityat VM level code

+ You can run anything you want within * Shared Processing, Shared database or
the VM (Provided it is technically shared everything multitenancy
feasible and you can get a Cloud « Little or no portability

license) * What you can run is restricted to what
Pass Provider offers

Figure 1.3 Difference Between laaS and PaaS

3.LITERATURE ANALYSIS

Checking data possession in networked information
systems such as those related to critical infrastructures
(power facilities, airports, data vaults, defense systems, and
so forth) is a matter of crucial importance. Remote data[2]
possession checking protocols permit checking that a
remote server can access an uncorrupted file in such a way
that the verifier does not need to know beforehand the
entire file that is being verified. Unfortunately, current
protocols only allow a limited number of successive
verifications or are impractical from the computational
point of view. In this paper, we present a new remote data
possession checking protocol such that 1) it allows an
unlimited number of file integrity verifications and 2) its
maximum running time can be chosen at set-up time and
traded off against storage at the verifier. Storage [3]
outsourcing is a rising trend which prompts a number of
interesting security issues, many of which have been
extensively investigated in the past. However, Provable
Data Possession (PDP) is a topic that has only recently
appeared in the research literature. The main issue is how
to frequently, efficiently and securely verify that a storage
server is faithfully storing its client’s (potentially very
large) outsourced data. The storage server is assumed to be
untrusted in terms of both security and reliability. (In other
words, it might maliciously or accidentally erase hosted
data; it might also relegate it to slow or off-line storage.)
The problem is exacerbated by the client being a small
computing device with limited resources. Prior work has
addressed this problem using either public key
cryptography or requiring the client to outsource its data in
encrypted form. In this paper, we construct a highly
efficient and provably secure PDP technique based entirely
on symmetric key cryptography, while not requiring any
bulk encryption. Also, in contrast with its predecessors, our
PDP technique allows outsourcing of dynamic data, i.e, it
efficiently supports operations, such as block modification,
deletion and append. Wang et al.propose a protocol for
ensuring remote storage security in the environment of
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multiple servers, and Ateniese et al. [4] propose a
framework that can build a public verifiable proof of
storage system from any public key homomorphic linear
authenticators. Hao and Yu [5] propose a remote data
possession checking protocol for the multiple replica
setting, which supports public verifiability and privacy
against third party verifiers. The proposed protocol can be
viewed as an adaptation of [6] to support more
functionalities. It inherits the support of data dynamics
from , and supports public verifiability and privacy against
third-party verifiers, while at the same time it doesn’t need
to use a third-party auditor. On the other hand, Proof of
Retrievability (PoR) [7] has been proposed as another
technology for ensuring remote .

4. PROBLEM IDENTIFIED

PDP model and concrete scheme does not support
insert operation.Handles only static data, thus handles only
static files.Block modification not supported.Led to
security loopholes.In the PDP model, the verifier can check
remote data integrity with a high probability. Based on the
RSA, they designed two provably secure PDP schemes.
Proposed dynamic PDP model and concrete scheme
although it does not support insert operation. In order to
support the insert operation, in 2009, Erway et al. proposed
a full-dynamic PDP scheme based on the authenticated flip
table. The similar work has also been done by F. Seb’e et
al. PDP allows a verifier to verify the remote data integrity
without retrieving or downloading the whole data. It is a
probabilistic proof of possession by sampling random set
of blocks from the server, which drastically reduces 1/0O
costs. The verifier only maintains small metadata to
perform the integrity checking. PDP is an interesting
remote data integrity checking model.

5.PROPOSED SOLUTION

In identity-based public key cryptography, this
dissertation work we focuses on distributed provable data
possession in multi-cloud storage. The protocol can be
made efficient by eliminating the certificate management.
We propose the new remote data integrity checking model:
ID-DPDP. The system model and security model are
formally proposed. Then, based on the bilinear pairings,
the concrete ID-DPDP protocol is designed. In the random
oracle model, our ID-DPDP protocol is provably secure.
On the other hand, our protocol is more flexible besides the
high efficiency. Based on the client’s authorization, the
proposed ID-DPDP protocol can realize private
verification, delegated verification and public verification.

> ldentity-based public key cryptography focuses on
distributed provable data possession in multi-cloud
storage.

» The protocol can be made efficient by eliminating the
certificate management.

»To propose the new remote data integrity checking
model: ID-DPDP.

» The system model and security model are formally
proposed.
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Besides of the elimination of certificate management, our
ID-DPDP protocol has also flexibility and high efficiency.
At the same time, the proposed ID-DPDP protocol can
realize private verification, delegated verification and
public verification based on the client’s authorization.
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7.CONCLUSION —

In multi-cloud storage, this paper formalizes the ID-
DPDP system model and security model. At the same time,
we propose the first ID-DPDP protocol which is provably
secure under the assumption that the CDH problem is hard.
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