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Abstract—With the growing number of aging population anda significant portion of that suffering from cardiac disease s, it is 
conceivable that remote ECG patient monitoring systems are expected to be widely used as Point-of-Care (PoC) applications in 
hospitals around the world. Therefore, huge amount of ECG signal collected by Body Sensor Networks (BSNs) from remote patients at 
homes will be transmitted along with other physiological readings such as blood pressure, temperature, glucose level etc. and diagnosed 
by those remote patient monitoring systems. It is utterly important that patient confidentiality is protected while data is being transmitted 
over the public network as well as when they are stored in hospital servers used by remote monitoring systems. In this paper, a wavelet 
based steganography technique has been introduced which combines encryption and scrambling technique to protect patient confidential 
data. The proposed method allows ECG signal to hide its corresponding patient confidential data and other physiological information 
thus guaranteeing the integration between ECG and the rest. To evaluate the effectiveness of the proposed technique on the ECG signal, 
two distortion measurement metrics have been used: the Percentage Residual Difference (PRD) and the Wavelet Weighted PRD 
(WWPRD). It is found that the proposed technique pro-vides high security protection for patients data with low (less than 1% ) distortion 
and ECG data remains diagnosable after watermarking (i.e. hiding patient confidential data) and as well as after watermarks (i.e. 
hidden data) are removed from the watermarked data 
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1.  INTRODUCTION 
The number of elderly patients is increasing 

dramatically due to the recent medical advancements. 
accordingly, to reduce the medical labor cost, the use of 
remote healthcare monitoring systems and point-of-care 
(poc) technologies have become popular.  monitoring 
patients at their home can drastically reduce the increasing 
traffic at hospitals and medical centers. moreover, point-of-
care solutions can provide more reliability in emergency 
services as patient medical information (ex. for diagnosis) 
can be sent immediately to doctors and response or 
appropriate action can be taken without delay. however, 
remote health care systems are used in large geographical 
areas essentially for monitoring purposes, and, the internet 
represents the main communication channel used to 
exchange information. Typically, patient bio-logical signals 
and other physiological readings are collected using body 
sensors. Next, the collected signals are sent to the patient 
pda device for further processing or diagnoses. finally, the 
signals and patient confidential information a s well as 
diagnoses report or any urgent alerts are sent to the central 
hospital servers via the internet. doctors can check those 
biomedical signals and possibly make a decision in case of 
an emergency from anywhere using any device. 

Using Internet as main communication channel 
introduces new security and privacy threats as well as data 
integration issues. According to the Health Insurance 
Portability and Accountability Act (HIPAA), information 
sent through the Internet should be protected and secured. 
HIPAA mandates that while transmitting information 
through the internet a patient's privacy and confidentiality 
be protected as follows:  

1) Patient privacy: It is of crucial importance that a 
patient can control who will use his/her 
confidential health information, such as name, 
address, telephone number, and Medicare 

number. As a result, the security protocol should 
provide further control on who can access 
patient's data and who cannot.  

 
2) Security: The methods of computer software 

should guarantee the security of the information 
inside the communication channels as well as the 
information stored on the hospital server.  

Accordingly, it is of crucial importance to implement a 
security protocol which will have powerful communication 
and storage security. 

 
Severalresearchershaveproposedvarioussecurityprotoc

ols to securepatientconfidentialinformation.Techniquesused 
canbecategorizedintotwosubcategories. Firstly,thereare 
techniquesthatare basedonencryptionandcryptographic 
algorithms.Thesetechniquesareusedtosecuredataduring 
thecommunicationandstorage.Asaresult,thefinaldata 
willbestoredinencrypted format.The 
disadvantageofusingencryptionbasedtechniques isitslarge 
computationaloverhead.Therefore,encryptionbasedmethods 
arenotsuitableinresource-constrained mobileenvironment. 
Alternatively,manysecuritytechniquesarebasedonhiding 
itssensitiveinformation insideanotherinsensitivehostdata 
without incurring  any increase in the host data size and 
huge  computationaloverhead.These techniquesare 
calledsteganographytechniques.Steganographyistheartofhid
ing secret information inside another type of data called 
host data [8]. However, steganography techniques alone 
will not solve the authentication problem and cannot give 
the patients the required ability to control who can access 
their personal information as stated by HIPAA. 
               In  this  project,  a  new  security  technique      is  
proposed  to guarantee secure transmission of patient 
confidential information  combined with  patient 
physiological readings from body sensors. The proposed 
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technique is a hybrid between the two preceding 
categories. Firstly, it is based on using steganography 
techniques to hide patient confidential information inside 
patient biomedical signal. Moreover, the proposed 
technique uses encryption based model to allow only the 
authorized persons to extract the hidden data. In this 
paper, the patient ECG signal is used as the host signal 
that will carry the patient secret information as well as 
other readings from other sensors such as temperature, 
glucose, position, and blood pressure. The 
Electrocardiogram (ECG) signal is used here due to the 
fact that most of the healthcare systems will collect ECG 
information. Moreover, the size of the ECG signal is large 
compared to the size of other information. Therefore, it 
will be suitable to be a host for other small size secret 
information. As a result, the proposed technique will 
follow HIPAA guidelines in providing open access for 
patient’s biomedical signal but prevents unauthorized 
access to patient confidential information. 
          In this project body sensor nodes will be used to 
collect ECG signal, glucose reading, temperature, position 
and blood pressure, the sensors will send their readings to 
patient’s PDA device via Bluetooth. Then, inside the 
patient’s PDA device the steganography technique will be 
applied and patient secret information and physiological 
readings will be embedded inside the ECG host signal. 
Finally, the watermarked ECG signal is sent to the 
hospital server via the Internet. As a result, the real size of 
the transmitted data is the size of the ECG signal only 
without adding any overhead, because the other 
information are hidden inside the ECG signal without 
increasing its size. At hospital server the ECG signal and 
its hidden information will be stored. Any doctor can see 
the watermarked ECG signal and only authorized doctors 
and certain administrative personnel can extract the secret 
information and have access to the confidential patient 
information as well as other readings stored in the host 
ECG signal. This system is shown in Fig 1. 
The proposed steganography technique has been designed 
in such a way that guarantees minimum acceptable 
distortion in the ECG signal, Furthermore, it will provide 
the highest security that can be achieved. The use of this 
technique will slightly affect the quality of ECG signal. 
However, watermarked ECG signal can still be used for 
diagnoses purposes as it is proven in this paper. In this 
work the following research questions are answered: 
•  Can the proposed technique protect patient confidential 
data  as  explained in  the  HIPAA security  and  privacy 
guidelines? 
•  What will be the effect on the original ECG signal after 
applying the proposed steganography technique in terms 
of size and quality? 
        Rest of the paper is organized as follows. Section II 
briefly discusses the related works and what other 
researchers did in this area. In section III we discuss the 
basic system design, the embedding process (i.e patient 
sensitive data into ECG signal) and the extraction process. 
Next, in section IV security analysis is proposed. Then 
Section V explains diagnosability measurement. Section 
VI shows the results of PRD calculated before and after 

secret data extraction. Finally, section VII concludes the 
paper 
II.RELATED WORK 

              There are many approaches to secure patient 
sensitive data. However, one approach proposed to secure 
data is based on using steganography techniques to hide 
secret information inside medical images. The challenging 
factors of these techniques are how much information can 
be stored, and to what extent the method is secure. 
Finally, what will be the resultant distortion on the 
original medical image or signal. 
              Kai-meiZheng and XuQian [13] proposed a new 
reversible data hiding technique based on wavelet 
transform. Their method is based on applying B-spline 
wavelet transform on the original ECG signal to detect 
QRS complex. After detecting R waves, Haar lifting 
wavelet transform is applied again on the original ECG 
signal. Next, the non QRS high frequency wavelet 
coefficients are selected by comparing and applying index 
subscript mapping. Then, the selected coefficients are 
shifted one bit to the left and the watermark is embedded. 
Finally, the ECG signal is reconstructed by applying 
reverse haar lifting wavelet transform. Moreover, before 
they embed the watermark, Arnold transform is applied 
for watermark scrambling. This method has low capacity 
since it is shifting one bit. As a result only one bit can be 
stored for each ECG sample value. Furthermore, the 
security in this algorithm relies on the algorithm itself, it 
does not use a user defined key. Finally, this algorithm is 
based on normal ECG signal in which QRS complex can 
be detected. However, for abnormal signal in which QRS 
complex cannot be detected, the algorithm will not 
perform well. 
               H. Golpira and H. Danyali proposed a reversible 
blind watermarking for medical images based on wavelet 
histogram shifting. In these work medical images such as 
MRI is used as host signal. A two dimensional wavelet 
transform is applied to the image. Then, the histogram of 
the high frequency sub- bands is determined. Next, two 
thresholds are selected, the first is in the beginning and the 
other is in the last portion of the histogram. For each 
threshold a zero point is created by shifting the left 
histogram part of the first threshold to the left, and shifting 
the right histogram part of the second threshold to the 
right. The locations of the thresholds and the zero points 
are used for inserting the binary watermark data. This 
algorithm performs well for MRI images but not for ECG 
host signals. Moreover, the capacity of this algorithm is 
low. Moreover, no encryption key is involved in its 
watermarking process. 
              In their work, each ECG sample is quantized 
using 10 bits, and is divided into segments. The segment 
size is equal to the chirp signal that they use. Therefore, 
for each ECG segment a modulated chirp signal is added. 
Patient ID is used in the modulation process of the chirp 
signal. Next, the modulated chirp signal is multiplied by a 
window dependent factor, and then added to the ECG 
signal. The resulting watermarked signal is 11 bits per 
sample. The final signal consists of 16 bits per sample, 
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with 11 bits for watermarked ECG and 5 bits for the factor 
and patient ID. 
 III.METHODOLOGY 
Thesendersideoftheproposedsteganography technique 
consistsof fourintegratedstages as shownin Fig4. The 
proposed techniqueisdesignedtoensuresecureinformation 
hidingwithminimaldistortion ofthehostsignal.Moreover, 
thistechniquecontainsanauthentication stageto D prevent 
unauthorizedusersfromextractingthehiddeninformation. 

A.  Stage 1: Encryption 
 

The aim of this stage is to encrypt the patient 
confidential information in such a way that prevents 
unauthorized persons - who does not have the shared key- 
from accessing patient confidential data. In this stage XOR 
ciphering technique is used with an ASCII coded shared 
key which will play the role of the security key. XOR 
ciphering is selected because of its simplicity. As a result, 
XOR ciphering can be easily implemented inside a mobile 
device. Fig 2 shows an example of what information could 
be stored inside the ECG signal . 

 
 

B. Stage 2: Wavelet Decomposition 
Wavelet transform is a process that can decompose the 
given signal into coefficients representing frequency 
components of the signal at a given time. Where ψ 
represents wavelet function. S and P are positive integers 
representing transform parameters. C represents the 
coefficients which is a function of scale and position 
parameters. Wavelet transform is a powerful tool to 
combine.Time domain with frequency domain in one 
transform. In most applications discrete signals are used. 
Therefore, Discrete Wavelet Transform (DWT) must be 
used instead of continuous wavelet transform. DWT 
decomposition can be performed by applying wavelet 
transform to the signal using band filters. The result of the 
band filtering operation will be two different signals; one 
will be related to the high frequency components and the 
other related to the low frequency components of the 
original signal. If this process is repeated multiple times, 
then it is called multi-level packet wavelet decomposition. 
In this paper, 5-level wavelet packet decomposition has 
been applied to the host signal. Accordingly, 32 sub-bands 

resulted from this decomposition process as shown in Fig 
7. In each decomposition iteration the original signal is 
divided into two signals. Moreover, the frequency 
spectrum is distributed on these two signals. Therefore, one 
of the resulting signals will represent the high frequency 
component and the other one rep- resents the low 
frequency component. Most of the important features of the 
ECG signal are related to the low frequency signal. 
Therefore, this signal is called the approximation signal. 
C.Stage3: The Embedding Operation 
At this stage the proposed technique will use a special 
security implementation to ensure high data security. In 
this technique a scrambling operation is performed using 
two parameters. First is the shared key known to both the 
sender and the receiver. Second is the scrambling matrix, 
which is stored inside both the transmitter and the receiver. 
The embedding operation performs the data hiding process 
in the wavelet coefficients according to the sub-band 
sequence from the fetched row. For example, if the fetched, 
the embedding process will start by reading the current 
wavelet coefficient in sub-band 32 and changing its LSB 
bits. Then, it will read the current wavelet coefficient in 
sub-band 22 and changing its LSB bits, and so on. On the 
other hand, the steganography level is determined 
according to the level vector which contains the 
information about how many LSB bits will be changed for 
each sub-band. For example if the data is embedded in sub-
band 32 then 6 bits will be changed per sample, while if it 
is embedded into wavelet coefficient in sub-band 1 then 5 
LSB bits will be changed.  

 
Fig.4.Block diagram of the sender steganography which 
includes encryption, wavelet decomposition and secret data 
embedding 
 
 

. 
Fig.5.  
Blockdiagramofthereceiversteganographywhichincludeswa
velet decomposition,extractionanddecryption 
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D.stage4: Inverse wavelet re-composition 
In this final stage, the resultant watermarked 32 sub-bands 
are recomposed using inverse wavelet packet re-
composition. The result of this operation is the new 
watermarked ECG signal. The inverse wavelet process will 
convert the signal to the time domain instead of combined 
time and frequency domain. Therefore, the newly 
reconstructed watermarked ECG signal will be very similar 
to the original unwatermarked ECG signal. 
The algorithm starts by initializing the required variables. 
Next, the coefficient matrix will be shifted and scaled to 
ensure that all coefficients values are integers. Then, the 
algorithm will  select  a  node  out  of  32  nodes  in  each  
row  of  the coefficient matrix. The selection process is 
based on the value read from the scrambling matrix and the 
key. The algorithm will be repeated until the end of the 
coefficient matrix is reached. Finally, the coefficient matrix 
will be shifted again and re-scaled to return its original 
range and inverse wavelet transform is applied to produce 
the watermarked ECG signal. 
E. Watermark extraction process 
To extract the secret bits from the watermarked ECG 
signal, the following information is required at the receiver 
side. 
1)  The shared key value 
2)  Scrambling matrix 
3)  Steganography levels vector 

The stages of the extraction process can be shown in Fig 
5. The first step is to apply 5-level wavelet packet 
decomposition to generate the 32 sub-bands signals. Next, 
using the shared key and scrambling matrix the extraction 
operation starts extracting the secret bits in the correct 
order according to the sequence rows fetched from the 
scrambling matrix. Finally, the extracted secret bits are 
decrypted using the same shared key. The watermark 
extraction process is almost similar to the watermarking 
embedding process shown in Algorithm 1 except that 
instead of changing the bits of the selected node, it is 
required to read values of the bits in the selected nodes, and 
then resetting them to zero. Where x represents the original 
ECG signal, and y is the watermarked signal.Alternatively, 
to evaluate the diagnostic distortion caused by the 
watermark, a wavelet based PRD is used as detailed in the 
previous section. These measures have been calculated for 
each sample. Accordingly, to measure distortion caused by 
the extraction process, PRD and diagnoses PRD have been 
calculated 
 
VI. EXPERIMENTS AND RESULTS 
In this paper three different types of ECG signals are used 
for experimentation. A testbed of 59 ECG samples is used 
for experimentation. The set of samples consist of 19 
normal (NSR) ECG samples, 27 Ventricular fibrillation 
ECG samples and 13 Ventricular Tachycardia ECG 
samples. Each sample is10 seconds long with 250 Hz 
sampling frequency 

 

 

 
IJRE - International Journal of Research in Electronics 
Volume: 02 Issue: 03 2015                                       www.researchscript.com                                                                    7 



                        IJRE - International Journal of Research in Electronics                                    ISSN: 2349-252X 

 

 

 
 

VII.CONCLUSION 
In this paper a novel steganography algorithm is proposed 
to hide patient information as well as diagnostics 
information inside ECG signal. This technique will provide 
a secured communication and confidentiality in a Point-of-
Care system.A 5-level wavelet decomposition is applied. A 
scrambling matrix is used to find the correct embedding 
sequence based on the user defined key. Steganography 
levels (i.e. number of bits to hide in the coefficients of each 
sub-band) are determined for each sub-band by 
experimental methods.  
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